MEETI NG
STATE OF CALI FORNI A
SECRETARY OF STATE

VOTI NG SYSTEMS PANEL

SECRETARY OF STATE
1500 11TH STREET
AUDI TORI UM

SACRAMENTO, CALI FORNI A

WEDNESDAY, AUGUST 11, 2004

10:19 A M

Reported by: M chael Mac |ver

Short hand Reporter

PETERS SHORTHAND REPCORTI NG CORPORATI ON

(916) 362-2345



APPEARANCES

PANEL MEMBERS

Mar k Kyl e, Chairperson
Marc Carrel (via tel ephone)
John Mott-Smith

Caren Dani el s- Meade

Tony M Il er

Davi d Jefferson

s 555 5 5 %

Lee Kercher

STAFF

M. M chael Wagaman

PETERS SHORTHAND REPORTI NG CORPCORATI ON (916) 362-2345



| NDEX

Page
Di ebol d El ection Systens, Inc. 6
b. GEMS Software
c. AccuVote-0OS
Ki m Al exander 30
Debor ah Hench 33
Jim March 36
Bev Harris 40
Maureen Smith 44
Denni s Paul | 46
O her Busi ness 63
Maureen Smith 64
Denni s Paul | 65
Adj our nnent 68
Reporter's Certificate 69

PETERS SHORTHAND REPORTI NG CORPCORATI ON (916) 362-2345



PROCEEDI NGS

CHAI RPERSON KYLE: Good norning. W' re expecting
one nore panel menmber, who |I'mgoing to try to track down to
see if she is able to make it or not. | have conflicting
reports, but she's not here.

Before we get started, for those of you who may
not have picked anything up, there's agendas and public
docunents on the back table, so pick themup if you want to
see anyt hi ng.

O herwise, I'mgoing to get started and I want to
wel come everyone this norning to the Voting Systens and
Procedures Panel. Welcome to the public, to county
officials, | see a few folks here froma couple different
counties. So welcome, thank you for comng. A couple
vendor representatives, concerned activists and concerned
public. And | don't think the press is here, but thank you
very much.

My nane is Mark Kyle, I'mthe Chair of the panel
We have a couple of just procedural things I'll nention

Marc Carrel, our Vice-Chair, is unable to attend
today. He's joining us by phone this norning.

Marc, can you acknow edge by phone?

PANEL MEMBER CARREL: Yes, | am here

CHAI RPERSON KYLE: Yes, he's here. Can you hear

us okay?
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PANEL MEMBER CARREL: | can hear you fine.

CHAI RPERSON KYLE: Okay, good. So try not to say
anything unless it's really necessary.

And | want to wel cone Lee Kercher, the gentleman
two seats to ny left, who is our new ClO for the agency. He
has a | ong background in technol ogy and state agencies and
thi nk brings a needed conbi nation of the know edge of how to
meke things happen within the State of California, as wel
as how to push forward the agenda on innovative and new
technol ogy projects. And certainly, as everyone here knows,
we've been in the middle of that for the | ast year and a
half with no end in sight. So he is taking over for Judy
Reilly, who was acting-Chair of that department and sat here
on the panel. And Lee is taking over for Ms. Reilly, who
will go back to her old functions.

So wel come, M. Kercher.

And we will go through the agenda, have our usua
staff report. The panel may ask questions fromthe vendor
or fromthe staff, and fromcounties, if any counties that
are affected by this, and then we'll open it up to conments
so any fol ks who m ght not have been called on but want to
speak can speak at that time. And then if we're at an
appropriate place to nmake a decision, we'll nmake a vote and
nove forward, | can say at this point.

So the last thing 1'mgoing to ask is that people
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shut off their cell phones or put themon vibrate or silent,
along with their pagers. And then let's get started.

So, M. WAgaman, are you prepared to go forward?

Ri ght now on our agenda, | think we have only two
things on the agenda for today, and that this was duly
noti ced, was the Diebold Elections Systens AccuVote-OS

MR. WAGAMAN: Correct. That would be Item5C It
also relates in part to Item 5B, which would be the GEMS
software this panel has already | ooked at.

CHAI RPERSON KYLE: And you'll el aborate on that?

MR. WAGAMAN:  Yes. It will be part of the staff
report.

CHAI RPERSON KYLE: Okay. And | was under the
belief that there was prepared to be discussion on |nk-A-
Vot e procedures, has that been rolled over?

MR. WAGAMAN: It was on the procedures that relate
to I nk-A-Vote and Mark-A-Vote systens and residual votes on
those systens. Due to sone staff transitions, | was unable
to conplete that report prior to this neeting and | woul d
ask the panel's indulgence to roll over that itemto the
next heari ng.

CHAI RPERSON KYLE: Okay. All right.

PANEL MEMBER CARREL: |'m having difficulty
hearing M. Wagaman.

CHAI RPERSON KYLE: We'll ask himto speak up, M.
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Carrel

MR. WAGAMAN: |'Il speak up, M. Carrel

CHAI RPERSON KYLE: The other thing is at the end
of the neeting | want to talk about just fornmmlizing either
the cancel |l ati on or postponenment of sonme schedul ed heari ngs,
as well as scheduling of some new hearings, so that we can

keep on track with trying to nmeet as frequently as possible

to address all issues pertaining to the Novenber el ection.
So after this presentation, that will be one procedura
poi nt .

So go ahead, M. Wagaman.

MR. WAGAMAN: All right. The application as
accepted correlates to Item 5C on the agenda, the Diebold
El ection Systens, Inc. AccuVote-OS. The application
consi sts of three conponents. The first conponent being
GEMS version 1.18.19. This version was previously
recomended for certification fromthe panel previously.
That reconmendation was linmted to use with the AccuVote-TS
system This would then be bringing forward for
certification with the OS system

CGEMS is the el ection managenent system software
package. |It's general operation as related to the OSis
it's used to set up ballot definitions, just as with the TS.
It then progranms the nenory card, flash nenory card, for the

OS, that's done through direct connection between and
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AccuVot e-OS and the GEMS server. Those cards are then
inserted into individual AccuVote-OSes. And then at the end
of the process, the reverse happens where those nmechani zed
cards are removed fromthe AccuVote-(OSes, inserted again
into an OGS that is connected directly into the server and
those results are then uploaded fromthe nenory card to the
GEMS server, and then conpiled and tabul ated. The vote
results are then conpiled and tabul at ed.

The changes to GEMS from version 1.18.18. The
previously certified version of 1.18.19, we've previously
covered at the last hearing. A lot of the security changes
previously covered relate specifically to the TS nore than
the OS. There is one change of note, it actually relates to
the operation of the OS. There was a previously identified
i ssue in Alameda and San Di ego Counties where results were
bei ng m sassi gned during rempte upload. Well, what happened
isif multiple sites were uploading at the sane tine,
sonmetines the program woul d become confused and assign the
wrong rotation rules to sonme of those results, so a vote
woul d be assigned to the wong person. Those would then be
caught later on when the results were actually brought in,
the official results were brought in on a nmenory card. The
GEMS program has been corrected to correct for that error in
t he previous version.

The second and third conmponents of the application
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relate to the AccuVote-OS itself. The AccuVote-OS is a

sel f-contai ned optical scanning device, it can be used
either in the precinct or in the central count |ocation.

"Il describe that function nonentarily. As previously
descri bed, once that nenory card is programmed and | oaded
into the machine, a voter or a poll worker or at the centra
| ocation would run those ballots through the unit. The unit
can be configured to reject or take out ballots that are
undervoted or overvoted, particularly they are useful in the
precinct count situation. The unit is usually |oaded on top
of a ballot box, which also conmes fromthe vendor. That
ball ot box also allows for the sorting of ballots, so for
exanple, a wite-in ballot wuld be separated into a
separate portion of the box for later reconciliation.

There are two different version nunbers before
you. The first is 1.94w. That is the currently certified
version. It was originally certified back in 1993. It was
last certified in 2000 to be used with the GEMS 1.18.18. So
the only change here is certifying it for use with GEMS
1.18.19.

The second version before you is 1.96.4. This
woul d be a new version. The mgjor change between 1.94w and
the 1.96.4 are sone added functionalities. One, it
i ncreases the nunbers of parties that the machi nes can

handle from 10 to 30. It's worthy of note that the 1.94 can
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still handle a California primry, because we only have the
ei ght party types and the DTS crossover votes for a shadow
el ection is not separate parties with this system so it can
still handle a California primary. The other changes all ow
a nmenory card image dunp. What that is is previously if
there was a problemwith a card or sonehow it becane
corrupted, the physical card would have to be transported in
order to access that data and try to see if sonebody coul d
recover -- to go through the recovery process. The nmenory
card i mage dunp actually allows that potentially corrupted
data to be taken off the card and then transmtted that way,
so that data can be transnmitted electronically, rather than
physically, allowi ng for faster recovery of any potentia
probl ens that arise

A note on the central count issue. There is
actually a separate version that is not before the pane
today of the AccuVote-OS that is designed solely for centra
count. The difference in the operation is that that system
is connected directly to the GEMS server and upl oads the
results directly to the GEMS server, rather than to the
menory card and then to the GEMS server. So this version
could use a central count, but would have that additiona
intervening step of it going to a nenory card and then being
upl coaded to the GEMS server.

Testing i ssues. The federal testing was
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conpleted, there is a NASED nunber assigned, N-1-06-12-12-
001. Some parts of the testing were to the 2002 standards,
but the overall qualification is to the 1990 standards.
State testing was conducted in md July in Texas. | go into
greater length in the staff report. It is the conclusion of
staff that the system does neet the requirenments of state
I aw.

There were two issues identified worthy of note.
One relates to the function of what are called ABO files.
What ABO files do is they configure sone of the reporting
functions fromthe system During testing it was identified
that those files could also identify sone of the
preconfigured supervisor functions. They wouldn't change
functions, but they would reset the defaults. It was
further identified that those files while they were included
in the federal testing process, there was not a source code
review done on them so they were tested, there was not a
source code review. The files do have sone inportance
because they do affect the audit | og because they do back
those reports that are printed fromthe onboard printer on
the AccuVote-OS and what information is actually produced on
those. So when we get to the actual reconmendations, we do
have some recommendati ons for some conditions as related to
those files.

The second issue of note relates to security. The
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procedures for the AccuVote-OS were anmended to add
additional security requirenments, in line with those
additional security requirenments previously before the pane
on the TS, | believe, and the OS procedures. They are at
section 7.3 through 7.8. Some itens were dropped that were
specific to the operation of the TS. Sone additional itens
were added that were unique to the OS, for exanple, keeping
a | og of whenever that ballot box is opened, because
whenever the ballot box is opened, there are ports on the
back of the OS that then can be accessed. So keeping a | og
of whenever those ports would be potentially accessible.

Then, in addition, there were sone additiona
security requirenents that were added to both the TS and the
OS procedures. Those were both posted and distributed to
the panel. There were again additional security
recommendati ons that were added into both of those
procedures.

Moving on to public coment. |In addition to the
public comrent that had been previously received and
previously distributed to the panel at the |ast hearing,
we' ve received six additional public comments. One was
actually received at the last hearing related to the
concerns about the ability of the vendor to produce ballots
for the Novenber election. One comunication was received

froma vendor thenselves relating to that sanme issue and
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their ability to print ballots for the Novenber el ection.
There was one comuni cation received that related primarily
to the April 30th security neasures and DREsS. And then
there are three communications received from M. Dennis
Paul |, one relating to the posting of election results
online, one relating to concerns about the ability of the
AccuVote-OS to read ballots accurately, and one relating to
the posting of results publicly, and al so the questi on was
rai sed in previously submtted testinony.

Moving on to the actual recomrendation from staff.
Staff recommends the certification of the Diebold Election
Systens, Inc. AccuVote-OS versions 1.94w and version 1.96.4,
for use with the GEMS version 1.18.19 with the foll ow ng
conditions: The AccuVote-OS version 1.94w is only certified
for use with ABO file 194 US. The AccuVote-OS 1.96.4 is
only certified for use with ABO file 195/196 US. That the
vendor submit a report to the Secretary of State's office
detailing the function of the ABO files 194 US and 195/ 196
US by August 25th, 2004. That's nmoved back a week fromthe
recommendati on i n your packets because the neeting was noved
back a week. And, four, the vendor submit a copy of the
source code for the ABO files 194 US and 195/ 196 US, again
by the August 25th, 2004, date.

That is the conclusion of the staff report, if

there are any questions, |'m open
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CHAI RPERSON KYLE: Okay. Panel ?

John?

PANEL MEMBER MOTT-SM TH: | have no questi ons.

CHAlI RPERSON KYLE: M. Kercher?

PANEL MEMBER KERCHER:  Not hi ng.

CHAI RPERSON KYLE: M. Jefferson?

PANEL MEMBER JEFFERSON: Okay. | have a nunber of
questions, and | hope that | can find them qui ckly enough
here.

CHAI RPERSON KYLE: Do you want a second to review
themwhile | go to other fol ks?

PANEL MEMBER JEFFERSON: What | will do is get to
a couple and then while other folks are talking, I'll find
the additional ones. But one that junped out to nme, this
was in the procedures and it's in section 3.7.11, and 12.
The procedure says that the precinct board will imediately
transfer by tel ephone the final results fromthe precinct to
an el ection central GEMS server, unless otherw se directed
by an election official. WelIl, ny question is about this
procedure. Do we, in fact, have any counties that use
Di ebol d Systens this way that they transmit prelimnary
results back directly fromthe precincts?

MR, WAGAMAN: They sonetinmes will transmit those
additional results over a modemline. That is why there is

an additional security nmeasure added to the procedures
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relating that there be a backup nade of the GEMS server
before any unofficial results are uploaded. And then before
any official results are uploaded, that the backup be | oaded
and so the official results go into that backup which is
created prior to any unofficial results being transnitted.

PANEL MEMBER JEFFERSON: And | saw that. But ny
concern is not with the contents of the GEMS server, it's
actually with the contents of the votes that are on the DRE
itself. Those are not backed up before that tel ephone cal
is made. So | guess ny question is, so question nunmber one
is, do we have any counties that use this procedure? |If
not, | would actually like to prohibit this procedure. |If
we do, this strikes me as a dangerous security hole and
woul d certainly like to deprecate this procedure, if we for
some reason can't prohibit it. In other words, DREs that
are holding the original copies of the votes really nustn't
be put in contact with any other conputer before those votes
are secured, and this is at a nonent before they are
secured. | guess that's my concern. So naybe | can ask the
panel what their thoughts are.

CHAI RPERSON KYLE: First of all, can you respond
to M. Jefferson's question? First of all, just the sinple
guestion, are there counties that use that procedure, to
your know edge?

MR. WAGAMAN: There are counties that do upl oad
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unofficial results using nodemfor the OS system correct.

CHAI RPERSON KYLE: And do you know about how many?

MR. WAGAMAN: | would say it's probably nost of
the counties will do that for at |east some of their
precincts. | don't have an exact nunber for the panel

PANEL MEMBER JEFFERSON: Well, for those counties
that can print the vote totals, can they at |east print the
vote totals on paper before they nake that tel ephone call?

MR, WAGAMAN. As | recall in the procedures, and
I'd have to go back and find the exact |anguage, there is a
requi renent that they do print those results and post them
at the polling place.

PANEL MEMBER JEFFERSON: Before that phone call?

MR, WAGAMAN: That is not currently in the
procedures. |If the panel wanted to amend that in the
procedures, that would be up to the panel's discretion

PANEL MEMBER JEFFERSON: Well, at the very |east,
| would have to insist that we do that. But | would
actually prefer to elimnate that whol e procedure, or
certainly rewite this so it's not encouraged that people do
t hat .

CHAI RPERSON KYLE: Let's stay on that point for a
second.

PANEL MEMBER JEFFERSON: Okay.

CHAI RPERSON KYLE: Does the vendor have any
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i nsight on this procedure that you m ght be able to address
further? Are there any counties here that would want to
address that?

So for the record, please identify yourself.

MR, SINGLETON: |I'mgoing to |let the county go
first.

CHAI RPERSON KYLE: Thank you very mnuch.

Ms. Hench.

MS. HENCH:. Deborah Hench, San Joaquin County
Regi strar of Voters.

First of all, this is the OS system this is paper
bal | ots that have been scanned that these counties, and San
Joaquin is not one of them but | know quite a few of them
that do el ection night upload those results over the nodem
Now, you still have your paper ballots, you still have to
canvass those, these are unofficial results, they're not
official. You have to close the polls and you have to print
the totals and conpare the totals in the procedures with
your rosters with everything else. Everything has to cone
back to the office where in the canvass we have certify the
results, conpare it to election night.

PANEL MEMBER JEFFERSON: Actually, | agree with
that. So let ne just amend my request that the results be
posted before that upload phone call is nmade, and | guess

that woul d satisfy ne.
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MS. HENCH: | don't think that would make too much
of a difference in timeframe.

PANEL MEMBER JEFFERSON: | don't think so either.

MR. WAGAMAN: Just for clarification for staff,
was it that they are posted or they are produced?

PANEL MEMBER JEFFERSON: Produced.

CHAI RPERSON KYLE: Ms. Hench, is it your
under st andi ng that when you say you don't think that would
make much difference is in timng?

MS. HENCH. Well, the precinct officers are going
to have to post it anyways as part of the procedure. They
have to post it not only at the polling place, but also in
the roster of their totals they have to balance. So there
are multiple places we do that. And usually they bal ance
before they upload those results anyway, it's just, you
know, standard operating procedures.

PANEL MEMBER JEFFERSON: So there wouldn't be any
probl emw th asking that the nodem upl oad be the last thing
on there?

MS. HENCH: | don't think that's a problem and it
probably is al ready probably the reconmendation for the

precinct, the printing.

PANEL MEMBER JEFFERSON: |'m sorry, | said DRE,
know it's an optical scan system | just have DREs on the
brain, I"msorry.
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CHAI RPERSON KYLE: Any other comments, Ms. Hench?

MS. HENCH: No, that's it.

CHAI RPERSON KYLE: Thank you for your
clarification.

PANEL MEMBER JEFFERSON: | had a second question
whi ch was --

CHAI RPERSON KYLE: Let ne just get that straight,
M. Jefferson.

PANEL MEMBER JEFFERSON: Okay.

CHAI RPERSON KYLE: It's basically enphasizing that
the results are produced prior to the upload of the fina
results.

PANEL MEMBER JEFFERSON: Printed on paper, right.

CHAI RPERSON KYLE: Produced neans printed on
paper ?

PANEL MEMBER JEFFERSON: Yes.

And it's probably in the procedures and | just
m ssed it, but do the procedures nention the requirenent
that the results be produced on paper at the precinct?

MR. WAGAMAN: | believe they do. | would have to
go back and |l ook for the exact section

PANEL MEMBER JEFFERSON: Okay. Because | didn't
notice it when | was reading them and so | just wanted to
make sure that that should become part of the procedures

docunent, correct? Are we all in agreement on that?
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PANEL MEMBER MOTT-SM TH:  I'mnot sure | am [|'m
not sure | understand why if there are paper ballots that
exi st why you're --

CHAI RPERSON KYLE: Can everyone hear M. Mtt-
Smit h?

PANEL MEMBER MOTT-SM TH: |'d |like you to explain
further, because | don't understand why if there are paper
ballots that exist as a record and as a backup to all of
these votes, why this extra step is necessary or even
desirabl e.

PANEL MEMBER JEFFERSON: Well, it's only because
the paper ballots are not necessarily counted by hand, they
are counted by software.

PANEL MEMBER MOTT-SM TH: There is a one percent
manual recount.

PANEL MEMBER JEFFERSON: A one percent, that's
right. So anyway that's ny suggestion. And | don't know,
maybe the panel doesn't agree.

CHAI RPERSON KYLE: Can you rearticulate that so
have a good -- your second suggestion being that --

PANEL MEMBER JEFFERSON: That the procedure, which
I think she nentioned is nornmal procedure anyway, that the
precinct totals are printed at the end of the day and
posted, that that is in fact nmade one of these procedures,

that's all
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CHAI RPERSON KYLE: All right. Any further coment
on that? Okay.

PANEL MEMBER JEFFERSON: | nean this is in tune
with the general principle that it would be -- so this goes
to problens with the auditability of the GEMS server, which
we may not get a chance to discuss fully today. But any
chance that you have to publish vote totals at the precinct
|l evel at the earliest possible stage in the voting process
is an inprovenent in the security. W already do it for
DREs, and it is required for DREs, and apparently already
done, the vote totals are printed anyway for optical scan
counties. It would seemnatural to ne that we just make
that procedure uniform And since both types of systens,
the optical scan and the DREs, feed into the same GEMS
systens about which we have concerns anyway, it would just
seemto nme to nmake sense to have that safeguard getting the
earliest possible copies of the vote totals posted publicly
so that there is at least some, in principle, opportunity
for public oversight of the vote totals. It's an issue of
transparency.

MR, WAGAMAN: And going back to the issue, just
for clarification for the panel, it will sections 3.7.10 and
3.7.11 that are relevant. Current procedures require them
to produce a tape, it does not require vote posting, and it

does it in sequential order with the production of the tape
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prior to the upload of transm ssion results. It doesn't
explicitly say you nust follow and do this before that, but
it is sequentially ordered that process. So just a
clarification for the panel

PANEL MEMBER M LLER: M. Jefferson, again a
clarification, are we tal king about posting or producing?

PANEL MEMBER JEFFERSON: Well, both. The mpjority
requi red they be produced in 3.7.10. So issue one was
produci ng before the upl oad.

PANEL MEMBER M LLER: Ri ght.

PANEL MEMBER JEFFERSON: Okay. And issue two is
posting the produced results in parallel to the procedure
that's already required for DREs, nostly because both of
these two systens, the TS and the OS to which we are talking
about today both feed into the same GEMS server whose
auditability and whose security has been questioned. And so
the earlier in the process that you get copies of the vote
totals to the public, the nore transparent and auditable
that system woul d be.

PANEL MEMBER M LLER: Thank you.

CHAI RPERSON KYLE: W have a suggestion from Ms.
Dani el s- Meade on how we m ght nodify the wording on that,
3.7.11.

O her points, M. Jefferson? Myve on to other

panel members?
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PANEL MEMBER JEFFERSON: Go on to other pane
menbers, thank you.

CHAI RPERSON KYLE: Ms. Jones, | know you canme in a
little late. Do you have any questions on the material s?

PANEL MEMBER JONES: No.

CHAI RPERSON KYLE: M. Mller?

PANEL MEMBER M LLER: No.

CHAI RPERSON KYLE: Ms. Dani el s- Meade?

PANEL MEMBER DANI ELS- MEADE:  No.

CHAI RPERSON KYLE: M. Carrel, by tel ephone?

PANEL MEMBER CARREL: No question. | have a
guestion, but not on what you have said so far

CHAI RPERSON KYLE: Well, not on what M. Jefferson
brought up, any questions.

PANEL MEMBER CARREL: Yes, | do have a question

CHAI RPERSON KYLE: Speak into the tel ephone,
pl ease, M. Carrel

PANEL MEMBER CARREL: The consultant's report
tal ked about an issue regarding the ballot box and how t he
OS was set up, and that if it was set up with the ballot box
and had to be renoved in order to access the back panel and
it represented nmanual |og procedures for when that would
occur because there m ght be a need to clear a jam and so
if jans occurred, that we should have a | og nade avail abl e.

And t he recommendati on was to change the procedures to
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require a manual log of that. |'mjust wondering fromstaff
whet her that was changed in the procedures, and, if so,
where, because | can't seemto find it.

MR. WAGAMAN: Yes. It's section 7.6.4. It was
made a nore broad issue. The issue was when the box is
opened there is a back panel that is normally prevented
access because it's in the box, it's blocked by the box.
When it's renoved, that panel is accessible. So it was made
nore broad in 7.6.4 not just to reference when the box
opened, but anytime that panel is accessible.

PANEL MEMBER CARREL: Thank you.

CHAI RPERSON KYLE: Just for clarity's sake, do
panel menbers have any questions on their own, not
el aborations on M. Jefferson's question?

I have one question. Can you go back to your
statenment earlier in your report that you said that the
central count version is distinct fromthe three itens that
are in front of us today and el aborate on that point?

MR, WAGAMAN: Correct. It's a slightly different
firmvare version nunber and it has an additional cord. It's
just a cord that connects fromthe AccuVote-OS directly to
the GEMS server, and it's just a functional difference for
t he upl oadi ng of results where when a ballot is run through
with this system what woul d happen is that ballots are just

bei ng accunul ated on that flash menory card, they're not
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going to the GEMS server, even if it was connected to the
GEMS server, they all go into that.

CHAI RPERSON KYLE: What version nunber is that?

MR. WAGAMAN: That's both for the 1.94w and the
1.96.4. So that's how both those versions operate. They go
to the flash nmenory card and then there is a separate
function to upload the results fromthat flash nenory card
to the GEMS server. The central count version, which there
are several different iterations, they all start with two,
like 2.0.1.0, for exanple. The operation is different where
you woul d have a AccuVote-OS connected directly to the GEMS
and when you scan a ballot through, that result goes
directly to the GEMS rather than to the flash nenory card
and then later on being transmitted to GEMS. So it's a
slightly different function in how those ballots operate.

CHAlI RPERSON KYLE: Ckay. Are there any
subversions of either 1.94w or 1.96. 47

MR. WAGAMAN: No. Those are the two version
nunbers. There are other iterations as the devel opnent
series went up, but those are the two versions that we will
be bringing forward for certification. The only subversion
if you want refer to that, relates to those ABOfiles in the
GEMS, there are different iterations of those. The function
of those is again to generate reports, so they have

different iterations for different states, so like they'l
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have a Georgi a version.

CHAI RPERSON KYLE: Well, within California?

MR. WAGAMAN:  Well, within California. Well
assum ng that you went with the staff recommendati on and
there would only be those two ABO files that would be
recommended for those two versions of the OS being brought
forward, so there would be no subversions.

CHAI RPERSON KYLE: Do you have any know edge of
which counties are interested in noving or migrating from
1.94w to 1.967?

MR. WAGAMAN: | believe nost counties, and the
vendor woul d probably be better suited to address this.

Most counties would be staying with their current system
right now, so if they have the 1.94w, they would be staying
with the 1.94w.

CHAI RPERSON KYLE: Okay. M. Singleton, can you
address that issue, please?

MR, SINGLETON: For the record, Marvin Singleton.

M. Chairman, | believe that there m ght be four
counties out of the total that would be noving to 1.96.4.
The rest have stayed at 1.94w in their conputer selections.

CHAI RPERSON KYLE: |'m aware of that. But | know
that in the March el ection there was sonme issue severa
weeks prior to the election about the mgration to 1.96 and

that we had to rescind that installation in two counties, |
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personal |y spoke with both counties, much to their chagrin.
And |'mjust curious whether those two counties, plus other
counties, are still interested in mgrating to the 1.96 or
it doesn't really matter. |'mjust kind of curious as to
where in the spectrum fol ks are and where they're headed.
And | would ask the counties directly, but |I'm assum ng that
you have know edge of that.

MR. SINGLETON: Sure. | believe it's Fresno and
Marin, the two counties that --

CHAI RPERSON KYLE:  Yes.

MR. SINGLETON: | believe they would like to go
back to that version, they were confortable with it. The
i ssue before the March was havi ng soneone physically go out
there and renove the ROM chi ps and take them out when
they're in the midst of an election preparation. Since
we' ve been working with themand for those that are
converting, the tinmefranme is adequate. So | would think
that there may be four or five that would be | ooking to go
to 1.96. 4.

CHAI RPERSON KYLE: Okay.

MR, WAGAMAN: And just to provide clarification,
the issue in March is that there was a belief at one point
that the 1.94w was not going to be able to handle primaries
because of that party issue.

CHAI RPERSON KYLE: Correct.
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MR. WAGAMAN: It was | ater discovered that was not
the case. And so the version is conpliant with state | aw
and can conduct a California primary election

CHAI RPERSON KYLE: Those are all ny questions.

M. Jefferson, do you have any further questions?

PANEL MEMBER JEFFERSON: Yes, thanks. This is
about those ABO files. | want to make sure | understand
what they do. The consultant indicated that they are
related to various reports that can be produced in different
jurisdictions, different states. Are we sure that they have
nothing to do with the way the votes thenmsel ves are
tabul ated, as for exanple California specific rules or
Georgia specific rules or sonething like that. Do we know
t hat ?

MR. WAGAMAN:  Their purpose is again to effect
those, to generate those reports. One of the issues that
was identified is that it can set sone of the functions, it
will also configure those to a certain configuration, if you
are switching ABOfiles. So if you switch to an ABO file,
you may put in a configuration that's specific for Georgia,
if you |load the Georgia ABOfile, so that potentially, you
know, if Georgia allowed crossover voting, for exanple.
Those kind of issues can arise and that's part of the reason
why we're |looking at two ABO files that we tested, that we

know don't have those issues.
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PANEL MEMBER JEFFERSON: Ri ght.

MR. WAGAMAN:  And we're requesting then the report
fromthe vendor on the function of those and if he calls on
those to say, | ook, namke sure that there aren't any of those
conflicts. During testing we did | ook specifically for
those issues on those two versions that are recomended for
certification, the 1.94 US and the 195/196 US.

PANEL MEMBER JEFFERSON. Right. So the consultant
t hough actually reconmended the renoval of those other ABO
files not relevant to California, and it appeared to nme from
his report that it is an easy error to nake to select a
different ABO file than one of the |legal California ones,
and that possibly sonebody could do that by m stake?

MR, WAGAMAN: It's functionality is drop down box,
so what ever that --

PANEL MEMBER JEFFERSON: Ri ght.

MR, WAGAMAN: There's a drop down box button you
sel ect.

PANEL MEMBER JEFFERSON: Right. And there are
like eight or nine items in the drop down box and you have
to select one of the right two, and they all |ook |ike
1. 94w.

MR, WAGAMAN:. The reason that was not put in the
staff recomrendation explicitly is because we would only be

certifying those two versions and the vendor would not be
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al l onwed to, as asked al ready, cannot sell uncertified
sof t war e.

PANEL MEMBER JEFFERSON: This would in effect
require recertification?

MR, WAGAMAN. Right. |If they want to install it.

PANEL MEMBER JEFFERSON: That's what | thought,
okay.

Thank you, no nore.

CHAI RPERSON KYLE: Any ot her questions fromthe
panel ?

Okay. Then why don't we have sone public.

Ms. Al exander

MR, WAGAMAN. |Is there atinme limt the panel is
going to be working with?

CHAI RPERSON KYLE: G ve everybody a few m nutes,
we only have five requests. Five mnutes.

MS. ALEXANDER: Good norning. [|'m Kim Al exander
with the California Voter Foundation.

First of all, | want to endorse David Jefferson's
suggestion that we do post the results fromthe optical scan
voting systens if it is a precinct count systemat the
polling place. |'mnot sure whether any of our counties
actual ly once they have scanned those ballots at the
preci nct and use that precinct scanner to cone up with a

preci nct total whether those ballots ever get scanned again
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So we' re depending on all of the software at the precinct
and the hardware to work properly.

And since those precinct electronic vote counts
become the conponents of the final vote count, we need to
make sure that there is sone transparency and auditability
by the public to nake sure that those results that are
conpil ed at each polling place match the results that cone
out in the final vote count. So that's the benefit. Since
the county is already producing this audit tape that shows
what the aggregate totals are for this optical scan precinct
counting machi nes, they could just produce a second tape or
t hey coul d nmake that avail able somewhere at the county
el ection office. | nean it doesn't need to be a huge
headache.

One recommendation | have because we like to see a
| ot of precincts posting results both for optical scan and
preci nct optical scan, which is the kind of systemwe're
tal king about, and also for the touchscreens, it would be
very sinple for the county el ections department, for
exanple, to create a little chart that has all the races in
each precinct and either they can give to the poll workers
and the poll workers can fill those charts out with the
el ection results. So have it already preset up and just
plunk in the nunbers and post that. A lot of the

touchscreens can't produce this kind of results, this

PETERS SHORTHAND REPORTI NG CORPORATI ON (916) 362-2345



32
aggregate vote total, but if they can't there are other ways
that we can provide that accountability at the polling
place. It gives the public the tool they need, as David
Jefferson said, to get these results as early as possible in
the process so that they can be conpared | ater

So ny recomendation is that, if it is true, and
I["mcurious to know if M. Wagaman or anyone else with the
counties could clarify, but if it is true as | suspect that
our precinct count optical scan counties are not actually
runni ng every single ballot back through a scanner at the
central office as part of the canvassing process, then we
really need to have summary results posted at polling
pl aces, because we're conpl etely dependant on all the
software and hardware at each polling place to be working
perfectly at that point. And that's a big expectation

CHAI RPERSON KYLE: Okay. Good suggestion

MS. ALEXANDER: Thank you.

CHAI RPERSON KYLE: M. WAgaman, can you address
that issue that Ms. Al exander brought up?

MR. WAGAMAN: The counties do not typically in a
preci nct count situation, the ballots are not scanned twi ce.
They will be scanned at the precinct, and then they woul d be
counted as part of any recount or one-percent nmanua
recount, they would be counted by hand in that situation

There will be sone doubl e scanning of sone ballots, those
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ball ots that | described earlier that are sorted out
separately, because they either had an overvote or an
undervote, they have a wite-in, sone of those issues, there
may be a duplicate scanning in that situation, but not al
ball ots would not fall under that category.

CHAI RPERSON KYLE: Okay. Thank you.

Debor ah Hench.

MS. HENCH:. Deborah Hench, San Joaquin County
Regi strar of Voters.

Gving alog to our precinct officers to chart
down all results is too tine consunming. Their job is to
cl ose the polls, make sure the ballots are secured. They do
have to do the total nunber of voters who have cone in,
versus the inventory system of the paper ballots. Posting
anot her step, they're going to hand count these votes and
post them or are you going to have them printed out and
rerecord? |It's easier to print a second record and post it
than it is to stand there and try and hand wite all this
informati on. We want themto come in with our votes. We']|
have a handful of scanners out there at a couple of
precincts, but the nmenory cards are going to be uploaded in
our office, not at the |location, and they're only going to
see the total printout at the tinme that they close the
pol | s.

We do run practically every paper ballot through
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our voting systemtw ce. Because we're |ooking for wite-
ins, we have to run that whole precinct to count all the
wite-ins where you have to have them come out and say we
have wite-ins here. So it doesn't tally the wite-ins,
that's a manual process with paper. So you nust | ook at
them and you must go through those ballots. And we stil
have the mandatory one-percent recount, | nean that is part
of it.

And | can guarantee you that in San Joaquin County
there is probably going to be a very close race that we have
a recount anyway. Every general election in the |ast |
don't know how many el ections we've had a state race that
i ncl udes our county there has been a nmmnual recount.

For the counties, you're trying to get precinct
officers to volunteer to work 16-hour days and then you keep
addi ng nore and nore requirenents on them W' re |ucky that
they're breathing at the close of polls. They can tally and
close it, but it just adds too nmany nore additiona
requi renents. These people are volunteers, we train themin
one day, we put themin there praying that they're going to
follow every requirenent we have. |It's a difficult job.

In our county we have 1,600 people for polling
pl aces that we have to fill, plus we have field inspectors
to run out there for air conditioning and things of that

nature. So | just hope you understand that while we take
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our jobs very seriously, we do have to do the canvass when
it comes, and we have the paper. |If the paper audit doesn't
mat ch, we hand count that precinct, no matter whether it's
part of the one-percent manual recount or not, because we
want to know if there's a problem

The other thing, provisional ballots will not be
on the counts on the precinct on election night. That's
part of a manual process that we have to do in our office.

So, you know, just so you kind of get an idea,
these people are there to do what we ask themto. They're
honest people, they want to do their job, and posting a
polling place, a receipt or posted printout, is not going to
make any difference to the voters when they conme in and | ook
at ny website for the election results. Wiy it nekes a
difference to me when | bring it in and that count is
different and we audit how many people signed the roster and
all those things. So we do the audit in 28 days. Election
night is an unofficial count, it is there to provide
candi dates with sone idea of where they stand in the end
results, it's not the official count. And that's all | have
to say.

CHAI RPERSON KYLE: Thank you.

Any questions fromthe panel

Thank you, Ms. Hench

Bev Harris.
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MS. HARRIS: Can | get Jim March to go right
before me?

CHAI RPERSON KYLE: | suppose so. Jim March

MR, MARCH. Good nor ni ng.

CHAI RPERSON KYLE: Jim would you just identify
yourself on the record, please

MR. MARCH: Yes. Jim March, Bl ack Box Voting, and
["mon the Board of Directors.

The first thing is |"'mgoing to have to object to
the testinony that's been given for you by the so-called
Di ebol d representative, because he's actually an enpl oyee of
a PRfirmthat Diebold hired for damage control, he's not a
Di ebol d enpl oyee, and what he says to you, he's not saying
as a Diebold enployee, you can't hold Diebold responsible
for his words.

So I'd Iike a decision if possible on the
propriety of Diebold being asked to provide testinony and
sending a PR conpany to do so.

CHAI RPERSON KYLE: Your concern is duly noted, M.
Mar ch.

MR, MARCH:. Ckay.

CHAI RPERSON KYLE: But just to answer your
qguestion, M. Singleton has been authorized by Diebold as an
agent of Diebold. Whether their contractual arrangenent

with the PRfirm et cetera, et cetera, under agency |aw,
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that nmeans that if they del egate that agency then he has the
authority to do so. |I'mgoing to take at face val ue that
his representations were in fact accurate. If they're not,
then Diebold is in serious trouble. They were fairly vague
of | think about four or five counties. That's my know edge
as well, so it comports with it. | hear your concern and
under st and your point.

MR, MARCH. Thank you. One of the nore fanpus
episodes in the life of Galileo Galil ee was when he set up
one of his best telescopes at a government office in Italy.
He pointed it at the night sky, got a good focused view of
Jupiter and its four nmoons, and right there with his own
eyeball he was seeing four noons in orbit around Jupiter
goi ng around sonething other than the Earth. He then
st epped away fromthe tel escope and he said, now, Prince,
you take a | ook, see the same thing |'ve been seeing. And
the prince started to get up and the prince's politica
advi sors say, whoa, whoa, whoa, sit right back down there,
sit right back down. Because the prince's politica
advi sors knew that it was too dangerous politically to know
sonet hi ng about Catholic cosnology that it was wrong.

Now, | ast year starting on January and then our
own research finishing up around June, July of |ast year
Bev Harris | ooked through a tel escope at the GEMS product.

She first downl oaded t hrough Google, found the GEMS product,
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| ooked at it, studied it, and found that its security sinply
stank. It was substandard and a very credi ble claimcan be
made that GEMS is rigged for vote fraud. A very credible
claim Now, for the |last year, just about one year ago
today was when | first saw the GEMS product, | | ooked
through the tel escope and said, whoa, yes, it does stink
Since then a nunmber of people have | ooked through the sane
tel escope. Ben Cohen of Ben and Jerry's Ice Cream | ooked
through the tel escope and he's about to release a new flavor
of ice creamcall ed Fudged El ection Confession. All right.

A few days ago on national television Howard Dean
| ooked through Bev Harris' telescope. He had Bev Harris
gui de himthrough the steps to alter the vote totals, the
audit trail, the password, and everything el se inside GEMS.
And he | ooked at that and said it strange |i ke you would
expect, this is Howard Dean, he turned around over his
shoul der and said to the canera, has Kevin Shelley seen
t hi s.

And that's the problem folks, because for the
| ast year |'ve been trying to get you fol ks, the nmenbers of
the panel, to | ook through the sanme tel escope. 1|'ve
reported on paper what | saw. | provided you all just |inks
to the actual GEMS product to sanple voting data. But you
didn't need to get that fromnme, any of you could have

driven over to Al aneda County and wal ked into Brad Clark's
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office and said, Brad, fire up that GEMS box and let's kick
the tires alittle bit, let's ook at a couple of things
real quick, there's these people like Bev Harris and Jim
March, they're crazy, they're saying GEMS can be easily
hacked, but let's take a quick | ook. You fol ks have not
done that. You haven't done it. None of you wants to | ook
t hrough the tel escope. Human nature has not changed from
Gal il eo' s day.

So ny question to you is when are you going to
| ook at GEMS. \When are you going to actually see a quick
denonstration of how easy it is to hack an election in GEMS.
Bev Harris has got a l|aptop on her lap with GEMS and
M crosoft Access and all the pieces necessary to denobnstrate
this right here with her. Wuld you |ike to take a | ook
t hrough the tel escope right now?

CHAI RPERSON KYLE: 1'Il address my comrunications
with Bev Harris with Bev Harris, M. March. There has been
several over the |ast week. Her |ast comunications had to
do with getting the appropriate technical personnel on our
side so we could evaluate it, and we're planning on doing
that. So I'mglad Ms. Harris is here and I'm glad she's
made the trip down and you're speaking on her behalf. And
I'"m hoping that after this neeting, since we have a nunber
of people here, including Ms. Harris, we can schedul e

somnet hi ng.
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MR. MARCH. Right.

CHAI RPERSON KYLE: Agree on a date and do exactly
that and figure out the kind of people. She raised
sonmething that | hadn't considered and we need to find the
right kind of person to look at it, having to do with audit
capabilities that's a nontechni cal

So that's the extent of it that I'Il engage with
you. I'll be happy to discuss this with Ms. Harris after
the neeting. And so the short answer is yes, we're going
to --

MR. MARCH. My final coment, folks, is that unti
you actually | ook and see how GEMS actually runs, you're not
doi ng your jobs as watchdogs. You have to do this, folks.

So that concludes ny comments. Thank you.

CHAI RPERSON KYLE: Any ot her questions or
comment s?

PANEL MEMBER JEFFERSON: Just one. | would be
happy to | ook at your denp | ater today assumi ng you don't
have some kind of tine conflict.

MR. MARCH: You got it. Thank you very mnuch, sir

CHAI RPERSON KYLE: Ms. Harris, with that
i ntroduction, would you like to?

M5. HARRIS: |'mBev Harris. |'mthe Executive
Director of Black Box Voting, a nonprofit consuner

protecti on organi zation for elections.
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First of all, | do absolutely support, and | think
it should be mandated that we do post the tapes at the
polling place. This sinply requires pushing the button and
saying print two copies, not just one. All the rest is just
snoke and mirrors, it doesn't take time, it takes 60
seconds. Yes, indeed, it is not for the benefit of the
candidates, it is a critically inportant audit procedure.
And when you see nore of what GEMS is really designed to do,
you will see that without this, we are really comrtting a
fraud on the voters of California.

I wanted to quickly mention about the ABO prograns
which are in the optical scan and also in GEMS. The
problems are that this conpany nmade up its own conputer
| anguage for its optical scan systemand for part of GEMS.
It's not witten in C++, not in COBOL, it's not witten in
vi sual basic. You have a guy in Canada who nade up his own
| anguage. \Why? Just to print a report that adds one plus
one plus one. How can you certify something that's witten
in a |l anguage that even the conputer science professors
don't understand because it's all in Guy Lancaster's head in
Vancouver, Canada.

I have a partial manual as to how his | anguage
wor ks, but he never finished witing it. How can the
national certify it. |It's amazing to ne. |It's also

unnecessary.
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I had al so suggested to M. Kyle that we get a yes
or no answer from Di ebold as to whether wireless
conmuni cati ons can be used in its optical scan and its
touchscreen system The reason | ask that is because | went
to McKi nney, Texas and interviewed the people who ordered
the parts and they're ordering wireless cards. And | have
been told that it is not just in the touchscreens, it is
also in the optical scan. | was told that, well, we'll have
observers. Well, guess what, observers cannot observe air
We need to know yes or no on the record and not sone petty
answer |ike, well, it's enabled, but we don't use it. We
cannot have wireless in these systens, the reason is because
you can put information into the conputer as well as take it
out. You can be sitting outside with a | aptop overriding
the votes inside the touchscreens and no one could ever find
out.

Ckay. Now, CGEMS. It is nuch worse than what |
showed Howard Dean on national TV. On TV, Howard Dean, and
he's not an experienced person, it took ne 30 seconds, it
took him 90 seconds, to change the election results in GEMS.
But it was worse than that. You see, we only had a seven-

m nute segnment. Actually, GEMS is prina facie evidence of
intent to commit election fraud and that is the
denmonstration | have tried to be putting forth for the | ast

year.
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Now, | backed off on it just a little bit. Wy?
Because Diebold cane out with GEMS 1.18.18 and | thought
wel | surely they have read ny report on the internet where
it talks about illicit use of a double set of books and they
probably fixed it. But then | got a hold of the rel ease
notes and it turned out they didn't fix it, they left it in
there. So then they canme out with GEMS 1.18.19 and
t hought well maybe they fixed it now. No.

| just got back froma ten-state tour interview ng
election officials and some of these election officials
really did want to | ook through that tel escope and they |et

me show t hem where the back door is. They had just

installed 1.18.19 and the back door is still there and it's
still set up for election fraud.
Now, those are strong words, but wait till you see

what is in that program designed in there by Ken Clark and
the seni or programmers of Diebold, who, by the way, I'm
getting real close to thinking |I'mlooking forward to seeing
themin orange junpsuits.

In the GEMS program if you rig the election, it
will pass the California recount. You set a special little
Easter egg in there in one of the thousands of fields in the
back door, you put in two characters. When those two
characters are activated, you can count all the paper

ball ots you want and it will always pass the spot check,
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al though the totals are wong. That is elegant, that is not
by accident, that is designed into the program

Thank you.

By the way, | will be here afterwards to show

CHAI RPERSON KYLE: Thank you, Ms. Harris. And we
| ook forward to talk with you and setting up a tine.

Maur een Smith.

MS. SMTH. Maureen Smith, Peace and Freedom
Party.

I'"d like to say that | support the remarks of
David Jefferson and suggestions of David Jefferson, and |I'm
thankful for the addition of M. Jefferson to this panel
because we're at |east starting to get questions about
potential for voter fraud or basically security issues.

Most of us, and when | say nost, the people that |
encounter, and there are basically hundreds of them are
extremely worried about any possibility of hacking fromthe
outside or fixing fromthe inside the ballot count. And we
al so, nost of the people | talk to do not think that the one
percent is high enough to catch the voter fraud that can
t ake pl ace.

The California Peace and Freedom Party at its
convention neeting on August 1st adopted the foll ow ng
resolution to be added to former resolutions on the voting

i ssue. It's a one-sentence resol ution. "The voter verified

PETERS SHORTHAND REPORTI NG CORPORATI ON (916) 362-2345



45
paper ballot shall be the ballot for the count, recount,
audit, and record, period." The sanme | anguage appears in
the Libertarian Party platform And | know that the G een
Party and the DNC have put out not that sane | anguage, but
definitely strong | anguage on the need for the voter
verified paper ballot.

One issue especially on the record is |ast year
computer crashes erased detailed records from M anm Dade's
County's first w despread use of touchscreen voting
machi nes. The crashes occurred in May and Novenber of 2003.
They lost all of the Septenmber 2002 gubernatorial primaries
and other elections. So there's nothing to investigate if,
you know, there were an investigation of voter fraud in that
el ection. And there were a | ot of questions about that
el ecti on.

We absol utely have to have paper ballots. The
systens they are not reliable and they are not secure. |
have sone issues -- well, you'll call ne, but | have an
issue on Item 7 that | hope you'll let me nention |ater

But | did want to reply to the Regi strar of
Voters, and | synpathize with registrar of voters, but there
is sonme good news on the horizon, | think. The EAC net
yesterday and they did discuss part of the HAVA bill that
has to do with involving colleges, getting college people to

be poll workers. And again it's part of a two-part thing of
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recruiting college students to be really active as pol
workers in elections and also to getting nore people in that
age category to vote, you know, to get theminvolved in
el ections and hopefully that will help Ms. Hench's problem
as well as the other registrars of voters.

| also know that poll workers do have extra work
to do after elections, because | was an inspector for the
recall election and we had to go through every single ballot
for that election. W had to | ook at the hol es punched and
make sure that no one voted nore than once in that. So we
had anot her -- oh, 30 seconds.

We had a couple hours extra work to do after we
closed the polls with that, and people actually didn't
conpl ain about it, which was amazing. ©h, and we al so had
hal f-ti me workers, people shared the shifts. |If you can get
people -- people can be paid for their work someti mes and be
let off to go work half a day as a poll worker and share the
shifts.

CHAI RPERSON KYLE: Thank you, Ms. Smth.

Denni s Paul | .

MR, PAULL: Good norning. M nane is Dennis Paul
and |'mrepresenting Coonmonweal Institute.

| did send in a notice which hopefully all of you
have, but 1'd like to make some comments about that. And

I'd also like to -- since we're on the OS and not on GEMS,
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I"d like to address the OS i ssues now and the GEMS issues a
little later.

["munfamliar with the Diebold OS machine in
detail, but I'mfamliar with the ES&S Eagle, which | notice
is on your agenda at a later time. And | amthe inspector
at ny precinct in Half Mon Bay in San Mateo County.

The Eagle is very simlar in concept to the
Di ebold OS, and it does print out a tape. And just for the
record, | would say it doesn't print it out very fast, and
for a primary or election with a | arge nunber of candi dates,
it can take quite a lot of time. So Ms. Hench's comments
about the delay that m ght occur because of printing out two
copies, | think -- my first election was a primary in '02
and it took 20 minutes to print one copy because of the
nmul titude of parties and candi dates that were on the ballot.

Nonet hel ess, we do post the results outside, but I
think that it's, and "Il come to this at a later tine, but
| think it's inadequate to think that just because we're
posting it outside that that means sonething. In other
words, posting it is not enough. W have to post it and
then we have to check those nunbers sonehow agai nst the
nunbers that conme up in the official canvass. And | wll
address that later. |f nobody is |ooking at the nunbers,
having themsit on the outside of a closed polling place

doesn't really acconplish nuch.
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Okay. In nmy county in San Mateo, the nanua
recount agrees with the machine count at |least as far as |
know. There are no errors that can be attributed to voting
machi ne error. | do not know if the sane is true of Diebold
machi nes, but | ask you to find out. And the reason for
this is that there were sone Diebold e-mails, probably you
all have heard of them but at |east one of themindicated
that Di ebold was aware that their machi ne was subject to a
relatively small percentage of error caused by a nechani sm
the scanning mechanismthat's built into the nmachine. This
is either the ballots weren't cut exactly correctly so that
things didn't line up with their sensors or the nechanism
that feeds the ballots would not feed the ballot in
absolutely straight. And the result would be that naybe a
ball ot got slightly cocked and so it woul d maybe read sone
of the ballot but would miss some other parts of the ballot,
and this was supposedly noted in the few percent category.

But a few percent is a few percent too many. And
I think that the machines need to be designed in such a way
as they don't mscount the vote or |lose votes. And if the
Di ebol d machine is subject to that kind of error such as was
di scussed in these internal nenos anmong Di ebol d personnel
then I think we have a problem And so | would ask the
panel here how it is going to determine whether in fact when

they do a manual recount whether the count cones out the
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same as the machi ne count.

Unfortunately, the election code mandates there's
a manual count, but it doesn't say anything about what
happens if the nunbers don't match. How do you then
accomodate that? To sinply say, well, okay, we'll accept
the manual count is inadequate, because you're only counting
a few percent. |If you find the error, you either have to
say, yes, this error is caused by the follow ng thing and
it's not going to happen anywhere except on the precinct
that | counted, or you're going to have to say we've got a
probl em here, we're going to have to start counting nore
precincts with a manual count, because we found sonme that
weren't right. So | would ask the panel to please try to
i dentify what the level of machine count errors are and it's
not anything that | believe has been addressed previously.

And 1'Il leave the GEMS things to later. Thank
you very nuch.

CHAI RPERSON KYLE: Thank you, M. Paull

Any conments or questions?

PANEL MEMBER JEFFERSON: | actually have a
question about the previous speaker's question

CHAI RPERSON KYLE: Ms. Snith.

PANEL MEMBER JEFFERSON: Ms. Smith, right.

Do we have any procedure requiring the counties to

make an early optical copy of the canvass data so that a
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crash on the server cannot |ose that data? | realize we
have the paper ballot backups, at least in the case of the
optical systems, but do we have a procedure in which the
counties are expected to nmake crash-proof copies on CD or
DvD? 1'mtal king about the Florida incident revealed a
coupl e of weeks ago when audit data and sonme canvass data
was apparently lost until it was |ater found because of
conputer crashes on the servers holding the data. |'m
| ooking to correct that potential problemin California by
hopi ng that our counties nmade copi es on CDs of the canvass
data very early so that there's no possibility of |osing the
data to a server crash later.

MR, WAGAMAN. Wel |, again, as you said, this is an
optical scan system so if you happen to have the ball ot
i mges thensel ves, ballot inmages exist already with the
paper ballot, so there's not that duplicate issue |like you
woul d have with the touchscreen DREs which is why they have
had additional security requirements attached to them from
April 30th. So the redundancy with this systemis that
there is the paper ballot, there is the flash nmenory card,
and then there is the GEMS server itself, and then backups
can be created of the GEMS server at any point in the
process, so you can create backups there as well. There is
not a requirenent in the procedures that they create a

second ballot inmage after scanning it fromthat server.
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PANEL MEMBER JEFFERSON: Not for the optica
systems, right?

MR, WAGAMAN: Correct.

One other point of clarification, just fromthe
previ ous testinony, when we tested the systemit did not
have any wirel ess hardware on there, it was not wreless
capable. We | ooked specifically at that issue. And so
therefore the system being brought forward before the pane
woul d not have wirel ess capabilities or hardware. [It's not
capable of it. There would have to be an additiona
har dware change to allow for it.

CHAI RPERSON KYLE: Okay. Thank you for addressing
that point, because | was going to ask you to wite a forma
letter of that, but you beat nme to it.

Okay. In that case, | would entertain a notion
regarding staff's recomendati on

PANEL MEMBER MOTT-SM TH: | nove the staff's
reconmmendat i on.

PANEL MEMBER CARREL: | second.

CHAlI RPERSON KYLE: Ckay. 1'd like to offer two
anmendnents to that. One is that we nodify the | anguage of
3.7.11. And | know, Caren, you crafted sonmething that would
strengthen the | anguage and basically incorporate your
suggestions, M. Jefferson, that the procedure is mandatory

rat her than suggested.
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Am | citing the right reference?

PANEL MEMBER JEFFERSON: Yes. |'msorry, you | ost
me for a second.

CHAI RPERSON KYLE: The production on paper of the
results before the upload, and we can work on the wordi ng of
that. Secondly, and a procedural one, | wanted to nmake sure
that one of the ternms and conditions is that we have the
ability, the agency has the ability, to amend and add
additional security requirenents for this particular system
as we deem necessary at any tine in the future.

MR. WAGAMAN: |s there any specific | anguage on
that or just --

CHAI RPERSON KYLE: Actually | have sonme froma
prior certification, a certification that was reconmended
for the 1.18.19 in conjunction with the TS, and that allows
the Secretary's office to add additional security provisions
as we deem necessary at a later date. So | have reconmended
| anguage that basically mrrors that, so if we conme across
sonmet hing el se and we want to add things, we can do so.

M. Mller

PANEL MEMBER M LLER: Well, | certainly concur
with those proposed anendnents and | would hope that the
nmover and the seconder would agree to those.

CHAI RPERSON KYLE: M. Mott-Smth?

PANEL MEMBER MOTT- SM TH: I'ma little conflicted,
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because on the one hand | don't see the necessity for the
first recommendation, the second recomendati on | do.
think we're proceedi ng based on an assertion that is based
on an assunption that we haven't verified. And that
assunption is that there is sone nystery in the
comuni cati on between what happens at the polling place and
what happens at the central count in terns of whether or not
ballots are actually counted as ballots at the central count
facility as part of the canvass. W are assunming in M.
Jefferson's notion or suggestion that they are not.

We are al so assumi ng that the one-percent manua
recount is not sufficient to catch those anomalies, if they
are there. W are assuming that we can make an addition to
procedure that we are unaware of the effect or the
consequence in terns of election adm nistration. And so
woul d personally prefer | think that we set that aside and
put it into the context of your second suggestion which is
if upon analysis we deternmne that it is not sonething that
is useless or futile or does not acconplish anything, that
we can then add it in pursuant to your second notion.

The conflict is basically that the only county
that is here or that has testified basically said it didn't
seemto be a problem So on the one hand |'mtenpted to
just say, well, no problem but | think I would prefer that

sonmebody el se step in and be the noti onnmaker or the
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seconder, unless people agree with ne that we take the
second suggestion and that being that we can add conditions
as appropriate, until we actually have sone facts upon which
to base that addition.

CHAlI RPERSON KYLE: Some di scussion on that, M.
Jefferson, M. Carrel, anyone else?

PANEL MEMBER JEFFERSON: Yes. So regarding the
question of whether the tel ephone call for uploading votes
shoul d be done before or after the output tape is printed, |
think this is absolutely critical. John, | certainly am not
assum ng that there is fraudulent code that is in place
here, my point is we sinply don't know. Unless you actually
read the code in both ends of that tel ephone conversation,
you actually have no idea of what's going on. And we don't
have that code, we don't have any guarantee at this tine
that we will actually be able to conduct the code review,
nor do we know if we do get the code and conduct the code
review, that we'll be finished in tine or that that will be
an itemon the list. So to ne this one safeguard of naking
sure the tape is printed before the votes are uploaded is so
trivial, both have to be done anyway, the only question is
to do one before the other, | find it hard to object to
that. But it's absolutely crucial to close a security hole
that is potentially there, and there's no reason not to

close it.
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The other suggestion that | had which was actually
maki ng two copies of the tape instead of one has already
nore or | ess been dropped in favor of that second | anguage.
And | can live with that for the noment and meke that
argunment in the background. But the first one, it just
seems to me so critical and so trivial that it's a shane not
to take the opportunity to do it.

PANEL MEMBER CARREL: M. Chair.

CHAlI RPERSON KYLE: M. Carrel.

PANEL MEMBER CARREL: The way that | read the
procedure, doesn't the printing of the tape have to occur
before the tel ephone connection?

MR, WAGAMAN. The way the procedures are witten,
it is sequentially beforehand, it's just does not explicitly
say you nust do this before that, but it is sequentially in
order, the step you take before you nove to the nmodeming is
you print first.

MR, CARREL: | agree with M. Jefferson, | think
it should be clarified. | believe it nmakes sense to do the
printout and |I personally don't have any views either way on
one or two copies.

CHAI RPERSON KYLE: Thank you, M. Carrel

I'"mgoing to ask Ms. Dani el s-Meade who's a
wordsmith over here to read what you thought might be

suggested | anguage to nodify 3.7.11

PETERS SHORTHAND REPORTI NG CORPORATI ON (916) 362-2345



56

PANEL MEMBER DANI ELS- MEADE: | think we can
probably take care of it by sinply adding at 3.7.11 prior to
what is currently witten, add the words, "after printing
and posting the final results tape, the precinct board wll
i medi ately transnit by tel ephone final results of the
election to the central GEMS server, unless otherw se
directed by elections official."

CHAlI RPERSON KYLE: Thank you.

So I'"'mgoing to continue the discussion on whether
to go forward with M. Jefferson's suggestion, as it's
wor ded by Ms. Dani el s- Meade.

Any ot her further pros or cons, M. Jones?

PANEL MEMBER JONES: No.

CHAlI RPERSON KYLE: M. Mller?

PANEL MEMBER M LLER: | concur with the | anguage.
| especially concur with your anendnent with respect to
reserving the right to add additional requirenents or
conditions to enhance the accuracy, the reliability, and
security of the system should circunstances warrant.

CHAI RPERSON KYLE: M. Kercher?

PANEL MEMBER KERCHER:  No.

CHAI RPERSON KYLE: M. Mott-Smith?

PANEL MEMBER MOTT-SM TH:  You need anot her
noti onmaker then.

PANEL MEMBER CARREL: |'Il make a notion to adopt.
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PANEL MEMBER M LLER: [|'Il second.

CHAI RPERSON KYLE: Okay. Let ne ask the
guestion --

PANEL MEMBER MOTT-SM TH: | wanted to finish that
sentence actually. | don't personally see any reason why it
couldn't go into the second condition where as a body, |
think we have a responsibility to gather all of the
information, information that we don't have here today is is
this trivial or is it not trivial. It is trivial for us to
gather that information, it's not trivial for us to require
it before we understand what its inpacts mght be. As |ong
as we have the ability to add it later, | just don't see why
we woul d not take that step

CHAI RPERSON KYLE: What woul d be your suggested
nmet hod of gathering that information?

PANEL MEMBER MOTT-SM TH: The staff would be
directed by the Chair to poll those counties that have
optical scan systens or that nbdemresults to, A deternine
whi ch ones nodemresults, and, B, to determine if such a
change woul d have any practical considerations beyond what
were mentioned. And ny understanding of the procedures is
that we can administratively alter or anend those procedures
Wi t hout necessarily involving the Voting Systens Panel. So
if it is at the level of an adm nistrative change and it's

not controversial, then it would be just easy to add it in
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Wit hout bringing it back

PANEL MEMBER DANI ELS- MEADE: M. Chair.

CHAI RPERSON KYLE: Ms. Dani el s- Meade.

PANEL MEMBER DANI ELS- MEADE: | just want to point
out 3.7.10 already requires this thing to be printed. So
all we're saying is post it. | don't see procedurally why
it would be a problemfor the elections officials if they
have already got a mandate to print these final results.

MS. HENCH. You're asking for two copies to be
printed.

PANEL MEMBER DANI ELS- MEADE: We didn't say two
copi es though.

MS. HENCH. We have to have one copy to cone back
for our office.

PANEL MEMBER JEFFERSON: There are two separate
i ssues here. | think there are really two separate
questi ons about whether a second copy is made and or posted
is one question, whether the first copy or both copies are
made before the data is uploaded before that machine is
connected to the tel ephone line, that's the other one. And
I thought that's the one that we are tal ki ng about now.

CHAI RPERSON KYLE: That was ny understandi ng al so,
that is specifically that the production of the results
printed on paper occur prior to the upload of the fina

results, final unofficial results.

PETERS SHORTHAND REPORTI NG CORPORATI ON (916) 362-2345



59

Okay. Well, I'mgoing to call the question then,
and so the current recommendation is certification of
1.18.19 with use of 1.94w and 1.96.4 with the four
conditions listed in the recomendation, plus what 'l call
the David Jefferson Amendrment of producing results on paper
prior to that upload of the final results and the Mark Kyl e
Amendnent of SOS retaining the right and option to require
addi tional security neasures and accuracy neasures and
functionality neasures as it deens necessary or appropriate
in the future to the system

| am al so going to raise one other issue that
attenpted to include an anendnment that linmts the use of
this to Novenber only, to be reapprai sed after Novenber, but
I think that's going to happen in its entirety with al
systems cone Novenber 3rd.

So I"'mgoing to call the question. All those in
favor of the notion as it stands, please say aye.

(Ayes.)

CHAI RPERSON KYLE: All those opposed?

(Opposed.)

CHAlI RPERSON KYLE: One opposed.

And all those abstaining?

(Abstain.)

CHAlI RPERSON KYLE: One abstention

The ayes have it.
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So this agenda itemis closed.

And 1'I1 get you the | anguage that's in the other
certification.

MR, WAGAMAN. Thank you, M. Chair

CHAI RPERSON KYLE: M. MIller has it actually.

I would Iike to go to the procedural point of
nmeeti ngs.

M. Wagaman, you had informed me informally the
ot her day that due to the testing schedule that there are no
items to bring forward for August 18th or 25th; is that
correct?

MR. WAGAMAN: Correct. W're going to be going
into about two and a half weeks of testing straight, so we
won't have anything to bring forward during that tine.

CHAlI RPERSON KYLE: Okay. And has it been posted,
the tentative cancellation of this?

MR, WAGAMAN: It was posted as tentatively
cancel |l ed, the 18th and 25th, correct.

CHAI RPERSON KYLE: Then I'm going to cancel both
the 18th and the 25th. And there was a reconmendation to
schedule two as well, and | believe those were |ikew se
posted for Septenber 9th and Septenber 14th; is that
correct?

MR. WAGAMAN: Correct. They will cover either

agenda itens previously noticed that are continuing forward

PETERS SHORTHAND REPORTI NG CORPORATI ON (916) 362-2345



61
along with additional applications we're expecting.

CHAI RPERSON KYLE: Okay. Then I'm also going to
set those hearings, the 9th and 14th of Septenber, so we're
keeping on track with trying to neet as frequently as
possible. Can you rewrite this and let ne see it in the
next day or so, sonething that will make it a little bit
nore intelligible as to what m ght be coming up on the 9th
and the 14th, because it's hard to tell just |ooking at
this. It just needs to be updated. This is off the table,
this is done, this has been rolled over, this has been
wi t hdr awn.

MR, WAGAMAN: | will work with you on that.

CHAI RPERSON KYLE: Okay. So we'll get that
posted. Mybe the posting is adequate, but if you and
could just review that and get a new posting that would be
good.

PANEL MEMBER CARREL: M. Chair, may | ask a
question?

CHAI RPERSON KYLE: Sure.

PANEL MEMBER CARREL: The 14th woul d be our | ast
hearing regarding recertification or certification of any
system or software for the Novenber el ection, given the
certification order which sets a 45-day deadline, which
believe is the 16th; is that correct?

CHAI RPERSON KYLE: Septenber 17th.
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PANEL MEMBER CARREL: Septemnber 17th, okay, thank
you.

PANEL MEMBER M LLER: And that's the application
deadline, | believe, not the action deadline.

PANEL MEMBER CARREL: So there still mmy be
testing and certification afterwards, no one can apply after
the 17th?

MR. WAGAMAN: That's correct. The intent of staff
is to make sure that we have all those applications and that
we conduct the testing prior to that, so we aren't rolling
on past that date. So that's the intent of this. The
agenda woul d cover all itens we expect that would be
applicable to the Novenber el ection.

PANEL MEMBER CARREL: COkay, great. Thank you.

CHAI RPERSON KYLE: I n other words, try to wap it
up by the 14th and have a decision shortly thereafter

MR, WAGAMAN: Correct.

CHAI RPERSON KYLE: And certifications shortly
thereafter.

M. Mtt-Smth.

PANEL MEMBER MOTT-SM TH:  Yes, M. Chair. | would
like to change ny vote on the last notion. | support the
certification of the system | object to the specific aspect
of it. So in the big picture, | would like to be in support
of it, | would just Iike to to be noted that I would --
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CHAI RPERSON KYLE: Duly not ed.

PANEL MEMBER MOTT-SM TH: As | had i ndi cat ed.

CHAI RPERSON KYLE: Ckay. Then the record will
reflect that there's one additional yes vote, and so it
remai ns the ayes have it, with one abstention

And duly noted. | think we should do that fact
finding regardl ess of conmunication with the counties
imediately, and 1'd like to direct the staff to do so, to
tal k about the inpact of that. And neke sure we haven't
stepped on the line inadvertently, and also to just give the
courtesy to the counties of notifying them of that.

PANEL MEMBER CARREL: M. Chair, one nore thing.

CHAlI RPERSON KYLE: Go ahead.

PANEL MEMBER CARREL: The Mark-A-Vote, |nk-A-Vote
residual vote reports are being prepared by staff, so that
will be heard on the 9th?

MR. WAGAMAN: The intent of staff would be to have
that for the 9th. W have the raw data, it's just not
intelligible at this point.

PANEL MEMBER CARREL: Thank you.

CHAlI RPERSON KYLE: Further comrents or questions
fromthe panel? Then I'mgoing to adjourn the neeting.

M5. SMTH: Please, Item?7

CHAlI RPERSON KYLE: There really isn't any other

busi ness, so if you have a random comment you'd like to
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make, Ms. Smith.

M5. SMTH. Oh, it's urgent tinmew se

CHAI RPERSON KYLE: Okay, go ahead.

MS. SM TH. Everyone according to the rules
adopted by Secretary of State Shelley has the right to a
paper ballot in the Novenber el ection, however people are
not going to know that. And what | wanted to -- well
besi des asking you how the public is going to be informed of
this, I want to nake a specific suggestion that this
i nformati on be printed on the front of the California ball ot
panphl et that goes out to every voter, maybe with a little
bl ack box, you know, black lines around it saying that you
have the right to a paper ballot at the polls. | nean
everyone doesn't know that they have the right to an
absentee ballot, but at least a |ot of people know that.

And as a person who has served at the polls and
posted the Voters Bill of Rights at the polls, | can tel
you that | did not see anyone reading the Voters Bill of
Ri ghts at the polls when | served as an inspector. And so
just having it posted at the polls is not going to ensure,
but I think it is inportant to post it at the polls. I'm
not saying don't do that, but I think it needs to be out
there in as many ways as possible, and one way that it could
reach everyone is through that voters panphlet boldly

sonmepl ace where it will be seen. And if it's on the front
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cover it will be seen, whether or not the person ever opens
up their voter panphlet. Thank you.

CHAI RPERSON KYLE: A very legitinmte concern. Not
really relevant to the VSP Panel here today, but a very
legitimate concern, and in fact we have plans to do as nuch
voter education as possible, this would be one of the itens
that we woul d enphasize. | know that we did a mailing to a
nunmber of voters about absentee ballot voting as an option
I know the counties are planning on doing that. W plan on
working with the counties.

The Secretary has spoken with the new Statew de
County Associ ation President, Conny MCorm ck, about some
joint efforts and that kind of voter education. W wll
post it again this year, it will be in the Voter Bill of
Ri ghts, and if possible and we get the spending authority,
we will do a voter education with a programthis fall, but
that's pendi ng before the Departnent of Finance and the
| egislature right now And if we get the funding authority,
then we plan on spending some nmoney on PSAs and radio
announcenents and mnority |anguage outreach and things of
that nature on that very point. So it's a good point and
appreci ate your concern.

Okay. M. Paull.

MR. PAULL: Dennis Paull, Comobnweal again.

The hacki ng, not hacking, the ability of election
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officials to nodify the vote after the fact is still of
great concern and | would actually like to be able to
participate or to observe the denonstration that Bev Harris
m ght be preparing for you.

| think it's inportant that we | ook at the whol e
el ecti on managenment process as sonething that needs to be
opened up. Unfortunately, | believe that npost counties do
not make the details of their election procedures readily
available to the public, and | think that this is a problem
and particularly as the public beconmes nore aware of the
fact that, you know, gee, folks, there nmight be sone
probl ems here. These are problens that have been swept
under the rug for centuries. |It's not like there's anything
new going on. Problens with el ections have been docunented
for, you know, probably since the beginning of our country.

So | think the way to address these problenms is to
meke the data available to the public as quickly as
possible. And that neans, as you've al ready noted, posting
the results at the polls. But then we have to make sure
that those results that are posted are read by somebody and
are then conpared to the election results later on in the
canvass. And | strongly recommend that we ask the counties
to put those nunbers online as soon as possible, which neans
wi thin some small number of hours follow ng the pol

closing. These are all the nunbers that were already being
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input into GEMS, all we're doing is saying GEMS or whatever
di fferent machi ne software m ght be avail abl e, other
vendors.

I'mjust asking that those nunbers be published
online. And once they're published, then a whol e sl ew of
potential difficulties that m ght occur in how the nunbers
are mani pulated will sinply go away. Those problenms won't
exi st as soon as the public is allowed to see the nunbers
starting early in the election and updated as the canvass
proceeds. Eventually it ends up all being nore or |ess
online, and | don't know whether all counties post the
statenent of the vote online or not, but | suspect that nost
of themdo. And so they already have the ability to conpare
that report, |I'mjust saying publish that report starting
early and update it as the canvass proceeds. And that
el i m nates a huge nunber of potential problenms, because now
you can have nenbers of all --

CHAI RPERSON KYLE: M. Paull, 1'mgoing to ask you
to wap it up.

MR. PAULL: Okay. You have all the partisans
i nvol ved, all sides, and independently |ook at the results
and see how everything is going, because it really would
wor k out very wel |

CHAlI RPERSON KYLE:  Your point's well taken and

we'll communicate that to the counties. And there will be
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ot her opportunities for further testinony on Septenber 9th
and 14th. And | believe, if I"'mnot m staken, from
interpreting Ms. Harris' statenent, she's planning on doing
some kind of a denobnstration shortly after this neeting that
I'"m assunming that fol ks would be wel come to participate.

Ms. Harris, | would make a request that you speak
with our staff so that we can set up a neeting with not only
you, but some of the fol ks that we tal ked about earlier
yesterday or whatever day that was. |'m going to suggest
next Wednesday, but we can figure out what mght work with
everybody, including M. Jefferson since he's here today.

Havi ng said that, the neeting is adjourned. Thank
you all for attending.

(Thereupon the neeting of the Voting

Systens Panel was concluded at 11:49

a.m on August 11, 2004.)
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hereby certify that | ama disinterested person herein; that
| reported the foregoing Voting Systens Panel proceedings in
shorthand witing; that | thereafter caused ny shorthand
writing to be transcribed into typewriting.

| further certify that I am not of counsel or
attorney for any of the parties to said Voting Systens Pane
proceedi ngs, or in any way interested in the outcome of said
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